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Abstrakt 
Tato práce obsahuje analýzu a adaptaci vhodných metod zabezpečení, pocházejících 
ze softwarové domény, do světa FPGA. Metoda formalizace bezpečnostní výzvy 

FPGA je prezentována jazykem FPGASECML, specifickým pro danou doménu, 
vhodným pro modelování hrozeb zaměřených na systém a pro formální definování 

bezpečnostní politiky. Vytvoření vhodných obranných mechanismů vyžaduje 
inteligenci o agentech ohrožení, zejména o jejich motivaci a schopnostech. 
Konstrukce založené na FPGA jsou, stejně jako jakýkoli jiný IT systém, vystaveny 

různým agentům hrozeb po celou dobu jejich životnosti, což naléhavě vyžaduje 
potřebu vhodné a přizpůsobitelné bezpečnostní strategie. Systematická analýza 
návrhu založená na konceptu STRIDE poskytuje cenné informace o hrozbách a 

požadovaných mechanismech protiopatření. Minimalizace povrchu útoku je jedním 
z nezbytných kroků k vytvoření odolného designu. Konvenční paradigmata řízení 

přístupu mohou modelovat pravidla řízení přístupu v návrzích FPGA. Výběr 
vhodného závisí na složitosti a bezpečnostních požadavcích návrhu. 

Formální popis architektury FPGA a bezpečnostní politiky podporuje přesnou 
definici aktiv a jejich možných, povolených a zakázaných interakcí. Odstraňuje 
nejednoznačnost z modelu hrozby a zároveň poskytuje plán implementace. Kontrola 

modelu může být použita k ověření, zda a do jaké míry, je návrh v souladu s 
uvedenou bezpečnostní politikou. Přenesení architektury do vhodného modelu a 

bezpečnostní politiky do ověřitelných logických vlastností může být, jak je uvedeno v 
této práci, automatizované, zjednodušující proces a zmírňující jeden zdroj chyb. 
Posílení učení může identifikovat potenciální slabiny a kroky, které může útočník 

podniknout, aby je využil. Některé metody zde uvedené mohou být použitelné také 
v jiných doménách.  



 

 

 
 

Abstract 
The thesis provides an analysis and adaptation of  appropriate security methods from the 

software domain into the FPGA world and combines them with formal verification 
methods and machine learning techniques.  

The deployment of  appropriate defense mechanisms requires intelligence about the threat 

agents, especially their motivation and capabilities. FPGA based designs are, like any other 
IT system, exposed to different threat agents throughout the systems lifetime, urging the 

need for a suitable and adaptable security strategy. The systematic analysis of  the design, 
based on the STRIDE concept, provides valuable insight into the threats and the mandated 

counter mechanisms. Minimizing the attack surface is one essential step to create a resilient 

design. Conventional access control paradigms can model access control rules in FPGA 
designs and thereby restrict the exposure of  sensitive elements to untrustworthy ones.  

A method to formalize the FPGA security challenge is presented. FPGASECML is a 

domain-specific language, suitable for dataflow-centric threat modeling as well as the formal 
definition of  an enforceable security policy. The formal description of  the FPGA 

architecture and the security policy promotes a precise definition of  the assets and their 

possible, allowed, and prohibited interactions. Formalization removes ambiguity from the 
threat model while providing a blueprint for the implementation.  

 
Model transformations allow the application of  dedicated and proven tools to answer 

specific questions while minimizing the workload for the user. Model-checking can be 

applied to verify if, and to a certain degree when, a design complies with the stated security 
policy. Transferring the architecture into a suitable model and the security policy into 

verifiable logic properties can be, as demonstrated in the thesis, automated, simplifying the 
process and mitigating one source of  error. Reinforcement learning, a machine learning 

method, can identify potential weaknesses and the steps an attacker may take to exploit 
them.  The approach presented uses a Markov Decision Process in combination with a Q-

learning algorithm. 

  



 

 

 
 

Kurzzusammenfassung 
Diese Arbeit bietet eine Analyse und Adaption geeigneter Sicherheitsverfahren aus dem 

Softwarebereich in die FPGA-Welt. Der gezielte Einsatz geeigneter 
Verteidigungsmechanismen erfordert möglichst genaue Informationen über die potenzielle 

Gefahrenquellen. FPGA-basierte Designs sind, wie jedes andere IT-System, während ihrer 
gesamten Lebensdauer verschiedenen Bedrohungen ausgesetzt, weshalb eine 

maßgeschneiderte und anpassungsfähige Sicherheitsstrategie dringend erforderlich ist. Die 

systematische Analyse des Designs, basierend auf  dem STRIDE-Konzept, liefert diese 
wertvollen Erkenntnisse über die Bedrohungen und die erforderlichen 

Sicherheitsmechanismen. Die Minimierung der Angriffsfläche ist ein wesentlicher Schritt zur 
Schaffung eines widerstandsfähigen Systems. Herkömmliche Zugriffskontrollparadigmen 

können genutzt werden um dieses Ziel zu erreichen  

Mit FPGASECML wird ein Werkzeug zur Formalisierung dieser Herausforderung 
vorgestellt. FPGASECML ist eine domänenspezifische Sprache, die sowohl zur 

datenflusszentrierte Bedrohungsmodellierung als auch für die formale Definition einer 

durchsetzbaren Sicherheitsrichtlinie geeignet ist. Die formale Beschreibung der FPGA-
Architektur und der Sicherheitsrichtlinie fördert eine präzise Definition der zu schützenden 

Elemente sowie die möglichen, erlaubten und verbotenen Interaktionen zwischen ihnen. Sie 
beseitigt eventuelle Mehrdeutigkeiten im Bedrohungsmodell und liefert gleichzeitig einen 

Entwurf  für die Implementierung.  

Modelltransformationen ermöglichen die Anwendung dedizierter und bewährter Werkzeuge 

zur Beantwortung spezifischer Fragen bei gleichzeitiger Minimierung des Arbeitsaufwands 
für den Benutzer. Model Checking kann genutzt werden, um zu verifizieren, ob und bis zu 

einem gewissen Grad wann ein Entwurf  die vorgegeben Sicherheitsrichtline erfüllt. Die 
Übersetzung der FPGASECML-Beschreibung in ein geeignetes Modell sowie der 

Sicherheitsrichtlinie in überprüfbare logische Formeln kann, wie in dieser Arbeit gezeigt 
wird, automatisiert werden, wodurch der Prozess vereinfacht und eine potentielle 

Fehlerquelle entfällt. Reinformcent Learning, eine Methode des Machine Learnings, kann im 

Modell potenzielle Schwachstellen identifizieren und die Schritte eines möglichen Angreifers 
antizipieren. Das hier vorgestellte Verfahren setzt auf   Markow-Entscheidungsprozesse in 

Verbindung mit dem Q-learning-Algorithmus. 
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1 Introduction 

Our modern world depends on computers in various forms to perform a growing number of  highly 
sensitive services.  As more and more assets are controlled by computers and as (remote) access to these 

assets becomes easier via communication networks, the security of  these devices [1] becomes crucial to the 

prosperity and stability of  our society. Standard, hardwired integrated circuits perform most of  these tasks. 
However, some rely, at least in parts, on Field Programmable Gate Arrays (FPGA [2]) – commercial off-the-

shelve chips that provide the capability to perform massively parallel computation while allowing the fine-
grained reconfiguration of  their logic circuits. This redefinition can take place as part of  their ordinary 

operation (dynamic reconfiguration) or through maintenance updates of  their configuration. Software 

security for standard server and client software has advanced in recent years, but other domains still lack 
awareness for security problems or sophisticated methods to engineer secure systems. FPGA based systems 

are one of  these domains, and the thesis aspires to advance the security engineering efforts by adopting 
proven methods from the software domain while leveraging the unique attributes of  modern FPGAs to 

improve their resilience. These insights are translated into a formal threat (meta-) model. This formalized 
description is further translated into other models, more suitable to identify potential vulnerabilities and 

adequate solutions while minimizing the workload of  their users. 

A secure system can be defined as one that provides only the required functionality, whose functions operate 

as defined (in scope, the sequence of  operation, and their timing). Only legitimate actors have access to 
functionality and data (an actor can be either a human or another technical system). Legitimate actors are 

those who require access to these assets in order to perform their designated and legitimate assignments.  
The different stakeholders may have different opinions about, e.g., what a necessary operation is or the 

legitimacy of  specific actors.  A secure system must provide a sufficient level of  resilience against a 

multitude of  threats as well as the capability to recover from a successful attack. Two forces determine the 
resilience of  the system against attacks. The pressure exerted against it by the attacker and its capability to 

withstand this pressure. The attacker's time, knowledge, financial, and technical resources, as well as their 
motivation, determines the pressure against the system. The dynamic and often fuzzy nature of  IT-Security 

makes the creation of  a one hundred percent secure system an unrealistic goal for real-world systems. 

Maximizing the resilience against threats and the possibility to recover from many plausible attacks is a more 
reasonable approach. The improvement of  Microsoft software in recent years, mainly driven by its Security 

Development Process [3]  (SDL) and the advancement made in securing web browsers through improved 
architectures [4], provide a reason for optimism. Knowledge from these domains can provide an important 

insight into the mechanisms of  attack and defense and inspire security research in other domains as well. 
Analyzing why these tools and processes improved the security in their respective domain and transferring 

them to the domain of  FPGA based designs is, therefore, a legitimate approach.  

FPGAs behave mostly like hardwired integrated circuits. Operating on the low level of  the design, they 

control any functionality above them, including operating systems and applications. They can, unlike 
ordinary ICs, change their behavior to either adapt to new requirements or to subvert the security of  the 

system. Enforcing the development and usage of  secure software is futile if  the hardware layer is insecure. 
When sensitive applications rely on the computing power and flexibility of  an FPGA, the security of  this 

component is therefore essential to the security of  the overall system Exploiting the FPGA's high flexibility 

and adaptability opens the opportunity for unique security solutions. Designs with an upgrade mechanism 
for the FPGA configuration can close security vulnerabilities as simple (or problematic) as the installation of  

the new firmware.  
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Several technical and economic aspects of  FPGA characteristics pose a significant challenge towards the 

creation of  efficient security solutions. Currently, no industrial-grade open-source toolchain exists, but only 
partial solutions like [5] or work in progress like [6]. The proprietary programming formats used by the 

vendors provide an additional challenge to the development of  security tools and the auditing of  existing 
designs for security flaws. Security solutions, suitable for industrial designs, therefore have to be built on top 

of  or supplemental to existing toolchains.  The growing complexity of  FPGA designs and the incorporation 

of  more third-party intellectual property (IP) increases the exposure to potentially malicious actors. Finally, 
the FPGAs structure itself  creates some challenges towards more secure designs. The heterogonous 

structure of  FPGAs (two-dimensional programmable logic blocks, embedded memory elements, input-
output components, flexible interconnections, and special purpose parts), the complex communication 

network between them and the parallel computation performed by them has to be considered, the exposure 

of  sensitive components limited and the remaining threats mitigated.  

1.1 Related Work 

The FPGA domain is much smaller than the software world; nevertheless, security solutions have been 

proposed and implemented The primary focus lies on the protection of  intellectual property against theft by 

tamper-proofing the bitstream [7],[8],[9],[10], [11],[12],[13] and other methods to prevent the theft of  
intellectual property  [14],[15],[16],[17],[18],[19],[20],[21],[20],[21]. [22]and [23] discuss the sensitive role of  

FPGAs within the Trusted Computing Base. [24] discuss the definition and enforcement of  Access Control 
rules for FPGAs. 

Model-driven development [25] is a common technique to master the complexity of  modern systems. 

General-purpose languages like SysML [26] (Systems Modeling Language)  and AADL [27] (Architecture 

Analysis and Design Language) flatten the learning curve, advance best practices, and prevent vendor lock-
in. However, to the author's knowledge, no standardized support for security analysis exists in either of  

these languages. Proposals like [28] for AADL have been made but not widely adopted. Specialists often 
perform  Threat Modeling [29]  informally using tools as simple as paper, whiteboards, or general-purpose 

diagram software. Dedicated threat modeling tools include Microsoft Threat Modeling Tool [30], and 
OWASP (Open Web Application Security Project) Threat Dragon  [31] provides a suitable structure and 

user interface but little automation. Formal methods [32] are one crucial set of  tools to ensure the quality of  

hard- and software. Model-checking  [33] is a standard method to verify whether a finite state model of  a 
system satisfies a set of  formally stated properties. In the security-domain, model-checking can verify 

security protocols [34]. A more recent development is the application of  mathematical proof  assistants [35] 
to verify the security properties of  sophisticated software [36]. Machine learning (ML) has seen a boom in 

recent years, mainly powered by a trifecta of  big data, parallel data processing power provided by GPUs 

(Graphics Processing Unit), and new ML architectures that utilize both. In it security machine learning [37]  
methods for offense [38], [39], [40], [41],[42], and defense [43],[44]  have been proposed in recent years. 

The Cyber Grand Challenge 2016 [45] demonstrated that modern computer programs are, in principle, able 

to detect, exploit, and patch previously unknown vulnerabilities in other cyber systems without human 
intervention. Analysts assume that military contractors and intelligence agencies do most research in this 

field, and therefore secret [46]. 

1.2 Conclusion 

Resilience against attacks is a crucial attribute of  any IT system, including those relying on FPGAs. The 
existing and proposed security solutions in industry and academia mainly focus on the protection of  

intellectual property. The methods and processes for conventional IT systems are regarded as more 

advanced than those in the FPGA world, but it is possible to adapt some of  these mechanisms to the FPGA 
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domain. The thesis (as outlined in Figure 1) presents an analysis and adaptation of  suitable security methods 

from the software domain into the FPGA domain, the formalization of  the security challenge by 
introducing a domain-specific language, suitable to describe the designs architecture and its security policy. A 

workflow for the formal validation of  the systems architecture model against an FPGA security policy is 
presented as well as a method to isolate FPGA elements with different security sensitivity levels through 

Partial Runtime Reconfiguration.  Reinforcement learning is used to identify potential weaknesses in the 

design  

 

Figure 1 Structure of the thesis 
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2 Contributions of the thesis 

This chapter summarizes the contribution of  the thesis from the analysis stage to the domain specific 
language to the formal validation of  the security policy and reinforcement learning-based vulnerability 

analysis.   

2.1 Analysis and adaptation of appropriate security methods from the software domain 
into the FPGA domain 

The thesis provides an analysis and comparison of  the state of  security engineering in the software and 
FPGA domain. A threat taxonomy for FPGAs, as well as dataflow-centric threat modeling techniques, are 

presented. Building blocks for FPGA threat models are introduced to increase the efficiency and 
consistency of  this process. 

The creation of  appropriate defense mechanisms requires a deep understanding of  the system but also of  

the threat agents, especially with regards to their motivation and capabilities. FPGAs based designs are, like 
any other IT system, exposed to different threat agents throughout their lifetime, urging the need for a 

suitable and adaptable security strategy for each step of  the way. It is sensible to enumerate several generic 

threats for any FPGA based design using the attacker centric STRIDE-Mnemonic (Spoofing identity, 
Tampering with, Repudiation, Information Disclosure, Denial of  service. Elevation of  privilege [74]). The 

different stages of  the lifecycle play also a vital role in the security assessment. The design and development 
phase of  the lifecycle lays the foundation for a secure and resilient system in every future stage. Assessing 

the trustworthiness of  the design elements and their supply chain, even if  the result of  this analysis is 

inherently fuzzy, is an important step to improve the security of  the design. The partial automatization of  
the assessment process through machine learning appears promising as long as the user is fully aware of  

their pitfalls and restrictions. The lack of  an extensive dataset for training and validation, however, blocks 
this avenue for research.   

Dataflow-centric threat modeling, already successfully applied in the software world, can be transferred into 

the FPGA domain. The systematic analysis of  the design provides valuable insight into the threats, the 
vulnerable components, the resilience of  the architecture, and the necessary security mechanisms. This 

approach speeds up the analysis and reduces the risk of  missed threats and misunderstandings between 

stakeholders by offering predefined building blocks for the analysis.  

Conventional access control paradigms [47],[48] allow the formulation of  FPGA specific access control 
rules. Choosing the most suitable paradigm depends on the complexity and security requirements of  the 

design.  The Bell-LaPadula  or Biba paradigm  might be appropriate for a simple, pipeline-based approach, 
while a more complex design may profit from the higher flexibility of  the access control list or access 

control matrices. 

2.2 Introduction of a domain-specific language suitable for the dataflow-centric threat 
model of an FPGA architecture and the formal definition of its security policy 

The thesis introduces FPGASECML - a domain-specific, text-based modeling language designed to 

formalize both the threat model of  the FPGA architecture and the security policy. A proof  of  concept 

software to create and process these models is presented as well. 
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Figure 2 FPGA primitives and their abstract representation 

The heterogeneous structure of  FPGAs, their many fields of  application, and last but not least, their 
flexibility creates a multitude of  serious threats that must be analyzed and adequately mitigated. The 

STRIDE mnemonic, already successfully tested in the software domain, proved to be suitable for this task. 

The user may amend or adapt the analysis performed in the thesis to improve its fit for a distinct group of  
FPGA hardware and designs. STRIDE is, however, an informal analysis method, not designed to create a 

logically consistent and mathematically verifiable model of  the weaknesses of  the system but to encourage 
the analyst to consider the multiple and various threats in an uncomplicated way.  

The FPGASECML model aggregates the low-level primitives of  the FPGA into high-level blocks. This 

makes the threat model  more suitable for real-life designs. The types of  these blocks (Figure 2) are: 

• FPGAModules are representing cohesive blocks of  the reconfigurable logic accessible through 

one or more interfaces and (in designs that use runtime reconfiguration) interchangeable within 
specified limits. FPGAModules come in two forms:  

o Processing Blocks (PB): operating within the FPGA 
o IO Blocks (IOB): Processing Blocks with access to the periphery 

• Slots: representing disjunction sets of  FPGA primitives to be utilized by a distinct set of  

FPGAModules     

• Communication Networks: connecting the FPGAModules  

• Configuration Control and Storage (CC): representing those crucial components entrusted with 

the configuration and reconfiguration of  the system. Reconfiguration events represent a change in 
the configuration of  the FPGA with a set of  associated FPGAModules.  
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A minimal but still valid FPGASECML model looks like this: 

/* This is a minimal but still valid FPGASECML model */ 
FPGAArchitecture minimal // this is a comment 
 
FPGAModules:          
Processing Block:  
   sl1_A                               
   utilizes slot: Slot1;   
   provides sensitive services:   
    {   none };            
    contains sensitive data:   
    {   none };                
   bitstream is protected by:  { none }; 
   implements security mechanism: { none } ;  
   bitstream storage:  bstore1 ; // Configuration Storage 
  ;    
FPGAResources:       
 Slot Slot1 {};   
Communication:      
Reconfiguration: // Configuration Control     
Events:     
 Event evInit loads: { sl1_A };                                           
Security Policy:    
// no security policy defined yet 

Each model is a simplified representation of  reality and has, therefore, only limited validity. The workflow 

presented later can verify whether a design satisfies these requirements: 

• Data flow between elements with conflicting security attributes is restricted. The design 

should expose no element involved in a security-sensitive operation to an element with insufficient 
trustworthiness. 

• Elements with low trustworthiness are isolated from those with higher trustworthiness. 

Elements of  lower trustworthiness inhibit a higher risk of  compromising the security of  the system 
than those considered more trustworthy and they might therefore not share an area of  the FPGA.  

• The exposure of  the design to external threats is restricted. The design should expose as few 

functionalities as possible to the outside world, especially during sensitive operations.  

• No reconfiguration results in an insecure state. No reconfiguration must result in a violation of  

the security policy. 

Some characteristics can be neither precisely quantified nor verified. They are the result of  the analyst's 

judgment. Qualifying these attributes with high, medium, and low can be considered sufficient for most 
designs. Such attributes are: 

• Trustworthiness: The trustworthiness of  an element depends on multiple factors.  The 

competency of  the developer, the complexity of  the code, and the scrutiny of  the code review 
process are relevant indicators.  
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• Sensitivity: The impact of  a security breach (e.g., loss of  service, data) has to be manually 

assessed for this assignment.  

• Threat mitigation requires the implementation of  suitable security mechanisms. Based on 

experience and threat intelligence, these mechanisms can be considered as appropriate, or not – 

a quantitative assessment is hard as the threat landscape is dynamic and knowledge about the 
threat agent's motivation and capabilities limited. The assessment is further complicated if  

details about the strength of  these security mechanisms are missing, incomplete or wrong (e.g., 
if  provided by a not that trustworthy third party). 

The security policy is a set of  security rules that must be met by the architecture. Each security rule defines a 

prohibited (or required) combination of  two sets of  FPGAModules with diverging security attributes. The 

system is compliant with the security policy if  it complies with all of  its rules. The policy is purely 
descriptive, but it can be enforced by restricting the FPGAModules access to the FPGA as well as the 

communication between the FPGAModules: 

• Resource utilization: Defining and enforcing access to critical components is an essential 
mechanism to improve the security of  an IT system. Constraining the resource utilization is 

necessary to avoid the reuse of  FPGA primitives containing sensitive data by elements with 

insufficient trustworthiness.  

• Communication: IO Blocks and Processing Blocks connected through a communication network 

can transfer data to and invoke operations at each other.  These interactions may exceed expected 

and legal operations if  an FPGAModule is under the influence of  a threat agent.  

Two classes of  security rules can be identified, one constraining the consecutive utilization for each Slot, and 
the other one constraining the contemporary utilization of  all FPGA Slots: 

• Constrained consecutive utilization restricts the consecutive utilization of  each Slot with 

FPGAModules of  two different sets of  attributes A and B. 

• Constrained contemporary utilization prohibits or requires the simultaneous presence of  or 

communication between any FPGAModules with the attribute set A and FPGAModules with the 

attribute set B. 

All valid security policy rules follow the pattern:  

Rule name: 
  (requires|prohibits)  
  (utilization|presence|communication) of 
   FPGAMODULE_SET_A 
  (immediately)?(and|with|after|before) 
   FPGAMODULE_SET_B 
  ; 

Queries over their assigned security attributes define the FPGAModulesets A and B (queries not shown here 
for the sake of  brevity.) 
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This example query retrieves all FPGAModules that use Slot 2 and all using  Slot1 except for ioEthernet and 

pbAESUnit:   

{  
NOT { FPGAModule: { ioEthernet , pbAESUnit }; }  

 AND { utilizes slot: { Slot1 }; } 
} OR {  

utilizes slot: { Slot2 }; 
}  

2.3 Formal, model-based validation of an FPGA design security attributes 

The thesis presents a method to validate the FPGASECML system model of  a design against a security 

policy using formal temporal logic. A proof  of  concept implementation provides an automatic model to 

model transformation. The workflow introduced transforms the vague challenge of  "create a secure system 
architecture” into the precise task of  validating the model's properties against a set of  logical statements. For 

this purpose, the software transforms the reconfiguration flow into a set of  state machines, and the security 
policy into a set of  linear temporal logic (LTL) rules. A schedule is secure if  the sequence of  configurations 

utilizing the FPGA resources satisfies the mandated isolation and interaction between elements with 

different sets of  security attributes. The methods and tools introduced can perform two tasks: the validation 
of  a given reconfiguration sequence and the generation of  such a sequence (if  it exists.) 

2.3.1 The FPGA architecture representation for model checking 

Model-checking (performed by NuSVM [49]) can be used to verify if, and to a certain degree when, a design 
complies with the stated security policy. Transferring the architecture into a suitable, state machine based 

model and the security policy into verifiable temporal logic properties can be automated. This step mitigates 
one source of  error. Invalid assumptions about the effectiveness of  security mechanisms, and the incorrect 

assignment of  the security attributes, attacks against lower levels of  the design or faulty implementation of  
the elements remain a danger to the system.  

Model-checking requires the transformation of  the abstract FPGAs design description into a computable 

model. Aggregating low-level resources (like CLBs) to be reconfigured en bloc, into higher-level entities 

(Slots) reduces the number of  possible states and mitigates the combinatorial explosion problem typical for 
model checking problems.  In this model, state machines represent the reconfigurable resources of  the 

FPGA. The different states represent the different FPGAModules that can use a Slot (Figure 3). 

 

Figure 3 Four Slots and their utilization during two events 
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The state machines accept reconfiguration events as sole input and generate no output. They operate 

independently of  each other. They remain in their present state if  they are not affected by a new 
reconfiguration event., for example: 

MODULE Slot1 (reEvent) 
VAR 
 state : {noState1,pb1,pb5,noState2}; 
ASSIGN 
 init(state) := pb1 ; 
 next(state) := case 
  reEvent =        event1 :  pb5; 
  TRUE : state ; 
 esac; 

The state-entries noState1 and noState2 are generated for technical reasons and do not influence the 

validation process. 

2.3.2 Security rule to Linear Transfer Logic-Rule conversion table  

Every valid security rule has a corresponding Liner Transfer Logic rule. The rules for these conversions are 

(if  both sets (A and B) are not empty):  

Type Keyword 
LTL-Rules 
Prohibit Requires 

Concurrent 
 

communication* 
G!((A1|A2…) & (B1|B2…)) G((A1|A2…)& (B1|B2…)) 

presence 

Consecutive 
 
 
(to be 
generated 
 for each 
Slot) 

after  

G((B1|B2…) -> !F(A1|A2…)) G((B1|B2…) -> F(A1|A2…)) 

immediately G((B1|B2…) -> !X(A1|A2…)) G((B1|B2…) -> X(A1|A2…)) 

before  G((B1|B2…)                    ->  
H! (A1|A2…)) 
or 
G((A1|A2…) -> !F(B1|B2…)) 

G((B1|B2…) -> H(A1|A2…)) 
or 
G((A1|A2…)  -> F(B1|B2…)) 

immediately 

G((B1|B2…)                    -> 
Y! (A1|A2…)) 
or 
G((A1|A2…) -> !X(B1|B2…)) 

G((B1|B2…) -> Y(A1|A2…)) 
or 
G((A1|A2…) -> X(B1|B2…)) 

*),  each edge of  the communication model generates one of  these rules. FPGAModules that cannot 

communicate with each other are thereby not considered in security rules with the communication qualifier  

2.3.3   Improving the security of the system 

Modeling the system, formulating the security policy, and determining the potential vulnerabilities, is of  high 

importance, but changes must be made to mitigate the identified weaknesses. Possible interventions include: 
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• Security aware resource assignment: The system architect can isolate FPGAModules with 

conflicting security properties through the introduction of  new communication networks or Slots. 
These new resources could be reserved exclusively for those FPGAModules involved in sensitive 

operations or considered untrustworthy.   

• Implementation of  additional security mechanisms: Adding defense mechanisms, like resource 
sanitization, to FPGAModules improves their (assumed) resilience and, therefore, trustworthiness. The 

information derived from the model itself  can limit the waste of  precious resources by strengthening 
only the most vulnerable or exposed components (weakest link property of  security) of  the design. 

• Security aware scheduling: Finding and enforcing a valid sequence of  configurations that complies 

with both the security policy and the mandatory temporal relations between the configurations resolves 
some violations of  the security policy. The system architects could create this scheduling either manually 

or let a suitable tool compute the schedule.  A strategy for simple scenarios is to schedule configurations 

with low sensitivity first and those with higher sensitivity later to prevent untrustworthy modules from 
reading sensitive data or to going from a higher sensitivity to lower sensitivity to prevent modules of  

low trustworthiness from tampering with the state.  

All these options can be modeled with FPGASECML and automatically reevaluated. The automatized 
validation of  the designs allows a quick reevaluation of  the changes (in either the design or the security 

policy.) It is further possible to block dangerous events in the reconfiguration control, but such low-level 
interventions are outside the scope of  the FPGASECML model.  

2.4 Model-based weakness analysis through reinforcement learning 

 

Figure 4 Transformation flow from the FPGASECML to the BURLAP based reinforcement learning model 

A successful attack against any non-trivial system consists of  a sequence of  consecutively executed actions 

(often called attack vector.) A reasonable attacker will try to find a sequence that minimizes his costs and risk 
(of  detection and failure) and maximizes his reward. Identifying one or more of  these plausible attack 

sequences can help the system architect to identify and mitigate potential weaknesses in the system. The 
thesis examines how the search for successful attack sequences against an FPGA design is a reinforcement 

learning [50],[51] problem [52]. It demonstrates how a system modeled in FPGASECML becomes (Figure 

4) a Markov decision process (MPD) based model (Figure 5) processable through well-established 
reinforcement learning algorithms, in this cases provided by the Burlap [53] library. 
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Figure 5 Schematic of the Markov decision process-based model 

For the sake of  simplicity, it is assumed that the attacker (the Agent in RL jargon) wants only to exfiltrate 

sensitive data from all FPGAModules by executing predefined Actions. Data can only be extracted and 

further transmitted by FPGAModules already under the control of  the attacker.  The attacker can gain 
control over FPGAModules either through a manipulation of  the FPGAmodules storage, an attack through 

a peripheral device, or another FPGAModule already under the control of  the attacker. The data of  an 
FPGAModule is considered as exfiltrated once it is sent from an IOBlock. A terminal state of  the MDP is 

reached once data from all FPGAModules is exfiltrated. Every action has a predefined chance of  success, as 

well as a cost. Once this terminal state is reached, the agent receives a fixed reward. The Q-learning 
algorithm [50],[51] is used to find a sequence of  actions (the policy) that maximizes this reward by using 

actions that are either cheap to execute or have a high probability of  succeeding. Users can define scenarios 
to compare different assumptions about the resilience of  a design and the capabilities of  an attacker. Each 

scenario is a combination of  MDP parameters like the reward, the success likelihood, and the costs of  the 
different actions. Experiments have shown that the changes in the cost of  action rather than the likelihood 

yields better results in training the agent as it provides the agent with a more reliable signal and avoids the 

fallacy that one lucky run (the best run is the one where, against all the odds, all actions succeed at the first 
try) represents the best possible solution.  
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3 Conclusion and Future Work 

Resilience against attacks is a crucial attribute for any IT system, including those relying on FPGAs. The 
methods and processes for conventional IT systems are more advanced than those in the FPGA world 

where the primary focus of  manufacturers and security research has lied on the protection of  intellectual 

property. Proven techniques of  the software industry can be transferred into the FPGA domain to close the 
gap, and newly developed techniques can leverage the unique features of  FPGAs to increase the security of  

the system.  

Analyzing the existing security features for FPGA based designs leads to the conclusion that solutions for 
many security challenges in FPGA based designs problems are available but that a formal approach to threat 

modeling is missing. The creation of  appropriate defense mechanisms requires intelligence about the threat 
agents, especially their motivation and capabilities. The generic threat agents discussed in the thesis provide a 

starting point for further analysis of  both the design under review and the threat agents against it.  FPGA 

based designs are, like any other IT system, exposed to different threat agents throughout the systems 
lifetime, urging the need for a suitable and adaptable security strategy. Assessing the trustworthiness of  the 

supply chain and the resulting design elements, even if  the result of  this analysis is inherently fuzzy, is an 
important step to improve the security of  the design.  The thesis discusses the adaptation of  dataflow-

centric threat modeling to the FPGA domain. The systematic analysis of  the design, based on the STRIDE 

concept, provides valuable insight into the design threats and the required counter mechanisms. The process 
speeds up the analysis and reduces the risk of  missed threats and misunderstandings by relying on prepared 

building blocks. The most common access control paradigms can model access control rules in FPGA 
designs. Choosing the appropriate design paradigm depends on the complexity and security requirements of  

the design.  For a simple, pipeline based design, the Bell-LaPadula or Biba paradigm might be appropriate, 

while a more complex design requires an access control list or matrix to create an enforceable rule.   

The formal description of  the FPGA architecture (FPGAModules, communication networks, and 

reconfiguration process) and the security policy promotes a precise definition of  the assets and their 

possible, allowed, and prohibited interactions. It removes ambiguity from the threat model while providing a 
blueprint for the implementation. It also allows the rigorous validation of  the security policy 

 
Model-checking can be applied to verify if, and to a certain degree when, a design complies with the stated 

security policy. Transferring the architecture into a suitable model and the security policy into verifiable logic 

properties can be, as demonstrated in the thesis, automated, mitigating one source of  error. The successful 
validation of  the model can be counteracted by wrong assumptions about the effectiveness of  security 

mechanisms and the wrong assignment of  the security attributes, attacks against lower levels of  the design, 
or a faulty implementation. The challenge of  determining and assigning appropriate security attributes and 

their acceptable and unacceptable interactions remains a task best left to experienced humans. 

Proofcheckers [35], [32] could allow the formal validation of  more complex security rules. 

Reinforcement learning can identify potential weaknesses and the steps an attacker may take to exploit them. 
To achieve this goal, an FPGASECML Model can be transformed into an MDP model, solvable with 

standard algorithms like Q-learning. Adding more state information and actions to it improves the 
expressiveness of  the MDP models, but the computational costs may exceed the value gained. It is possible 

to extend the generated code to use more advanced techniques like Options, Partially Observable Markov 
Decision Processes, and stochastic games. Further advances in the field of  reinforcement learning, perhaps 
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in combination with Deep Learning, could lead to the creation of  a fully automated penetration tester, able 

to find and exploit weaknesses in real-life systems.   

FPGAs share some threats and weaknesses with conventional IT-system and knowledge about the 
successful and failed attempts in the vastly more significant software domain can create better tools and 

techniques for them. However, FPGA also provides the opportunity to create innovative security solutions 
by leveraging the dynamic change of  their configuration to limit their exposure to threats and to lead 

attackers astray.  Finally, some of  the methods developed for the thesis may be useful beyond the FPGA 
world as the attribute-based access control approach to security policies that could be used for complicated 

Internet of  things (IoT) configurations or the reinforcement learning-based attacker model that may be 

adopted for a broader range of  IT-systems.   
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