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Prednésky z Distribuovanych systému

Zékladni koncepce

Spolehlivost zahrnuje:

* Dostupnost

* Spolehlivost

* Bezpecnost

e Udrzovatelnost
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Modely chyb

Type of failure

Description

Crash failure

A server halts, but is working correctly until it halts

Omission failure
Receive omission
Send omission

A server falils to respond to incoming requests
A server falils to receive incoming messages
A server fails to send messages

Timing failure

A server's response lies outside the specified time interval

Response failure
Value failure
State transition failure

The server's response is incorrect
The value of the response is wrong
The server deviates from the correct flow of control

Arbitrary failure

A server may produce arbitrary responses at arbitrary times
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QOdlisné typy chyb.
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Maskovani chyb a redundance
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Trojnasobna modularni redundance.
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Jednotné a hierarchické skupiny

Flat group

Hierarchical group Coordinator
- o

a) Komunikace v jednotné (prosté) skupiné.
b) Komunikace v jednoduché hierarchické skuping.
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Dohoda v systémech s poruchami (1)

1 Got(1,2,x, 4) 1Got 2 Got 4Got
2 Got(1, 2.y, 4) 2.v4) (A.2,x4 (1,2 x4)
3 Got(1,2,3,4) (ab cd) (ef ah) (1,2 y4)
4 Got(1,2,7, 4) (1.2.24) (1.2z4) (i k1)
/
Faulty process
®) ©

Problém Byzantinskych generdlii pro tii vérné a jednoho zradce.

a)  Generédlové oznamuji silu svych baterii (v jednotkdch 1000 vojaku).
b)  Vektory vytvorené generély na zdkladé (a).

¢)  Vektory které kazdy general obdrzi ve kroku 3.
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Dohoda v systémech s poruchami (2)

2

\,\ 1 Got(1,2,x) 1Got 2 Got
2 2 Got(1,2,y) (1.2, y) (1,2, x)
3 Got(1,2,3) (a, b, c) (d. e, f)

Faulty process

@ (b) (©

Totéz jako na predchozim obrazku, ale nyni s 2 vérnymi generély a
jednim zradcem.
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Ztracené pozadavky, zhrouceni systému (1)

REQ Server REQ Server REQ Server
— P/ Receive — P Receive | Receive
Execute Execute
£ Reply NﬁEEP,,, <o

(@) (b) ©

Server pti komunikaci klient-server:
a)  Normdlni pfipad
b) Vypadek po provedeni
¢) Vypadek pfed provedenim
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Zhrouceni systému (2)

Client Server
Strategy M -> P Strategy P-> M
Reissue strategy MPC  MC(P) C(MP) PMC PC(M) C(PM)
Always DUP | OK OK DUP | DUP | OK
Never OK ZERO | ZERO OK OK | ZERO
Only when ACKed DUP OK ZERO DUP | OK | ZERO
Only when not ACKed OK ZERO OK OK | DuP OK

Ruizné strategii chovini klienta a serveru pii vypadku serveru.
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Zékladni schémata spolehlivé skupinové

Receiver missed
message #24
Sender Receiver Receiver 4 Recever  Receiver
History [m25'
buffer Last=24 | [Last=24 | |Last=23 | [Last=24
= [m2s)] W25 25 25
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Network
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Network

(b)
Jednoduché feSeni k zajisténi spolehlivého skupinového pfenosu jestlize jsou
vichni pffjemci zndmi a za pfedpokladu Ze nechybuji:
a)  Pfenos zpriavy
b)  Zpétnd vazba
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Nehierarchické tizeni odezvy

Sender receives Receivers suppress their feedback

only one NACK
Sender Receiver Receiver Receiver Receiver

T=3 T=4 T=1 T=2
== [NACK] [NACK] [NACK] [NACK]
NACK
1 1 1
Network

Neékolik pifjemctt méd napldnovano opakované odeslani
pozadavku, ale prvni odeslani vede k potlaceni ostatnich.
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Hierarchické tizeni odezvy

_Sender

)// Local-area network

(Long-haul) connection

Coordinator

Receiver

Podstata hierarchického spolehlivého skupinového vysilani.

a) Kazdy lokélni koordindtor forwarduje zpravu svym potomkim.

b) Lokdln{ koordindtor zpracovava pozadavky na opakované vysilani.
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Virtualni synchronnost (1)

\7; Application

Message is delivered to

‘ A Comm. layer

; Local OS

Network

Message is received by communication layer

Message comes in from the network

Logicka organizace distribuovaného systému s odliSenim mezi
pfijetim zpravy a dorucenim zpravy.
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Virtudlni synchronnost (2)

Reliable multicast by multiple

P1 joins the group  point-to-point messages P3 crashes P3 rejoins
N\ Y / /
P1 ~ v /
S A /
/ /
P2 < 7
\ 777
P3 - <
\ o l/ N
P4 / A L 4
G = {P1,P2,P3,P4} // G ={P1,P2,P4} G = {P1,P2,P3,P4}
Time —»

Partial multicast
from P3 is discarded

Princip virtudlné synchronniho skupinového vysilani.
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Uspotadani zprav (1)
Process P1 Process P2 Process P3
sends m1 receives m1 receives m2
sends m2 receives m2 receives m1

Komunikace t{ procest z jedné skupiny. Usporadan{ udalost{ v
jednotlivych procesech.
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Uspotradani zprav (2)

Process P1 Process P2 Process P3 Process P4
sends m1 receives m1 receives m3 sends m3
sends m2 receives m3 receives m1 sends m4
receives m2 receives m2
receives m4 receives m4

Mozné poradi dorueni zprav pro Ctyfi procesy v jedné skupiné ode
dvou ruznych vysila¢a v ptipadé FIFO skupinového vysildni.
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Realizace virtudlni synchronnosti (1)

Multicast Basic Message Ordering | Total-ordered Delivery?
Reliable multicast None No
FIFO multicast FIFO-ordered delivery No
Causal multicast Causal-ordered delivery No
Atomic multicast None Yes
FIFO atomic multicast FIFO-ordered delivery Yes
Causal atomic multicast | Causal-ordered delivery Yes

Sest riiznych verzi virtudlné synchronniho spolehlivého
skupinového vysilani.
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Realizace virtudlni synchronnosti (2)
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a)  Process 4 oznamuje, Ze process 7 zhavaroval, posild zménu pohledu
b)  Process 6 odesild viechny své nestabilni zpravy, nasledované zpravou flush
¢)  Process 6 zakldd4 novy pohled jakmile ptijme od kohokoliv zpravu flush
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Dvoufazové ukonceni (1)

Vote-request

N ) Vote-abort ——( jNIT )
Commit__~ ¢ - Vote-request B
Vote-request 7 Vote-commit
[ war ) / READY
Vote-abort t it [ lobal-abort < Global-commit
Global-abort Global-commit N ACK i

¥ N o ACK
((ABORT ] [commT) "> ABORT [‘commir

(@ (b)

a) Konecny automat pro koordinaci dvoufizového ukoncovani.
b) Kone¢ny automat pro ucastnika.

6.12.2004 DS - Odolnost proti poruchdm 19

Dvoufazové ukonceni (2)

State of Q Action by P
COMMIT Make transition to COMMIT
ABORT Make transition to ABORT
INIT Make transition to ABORT
READY Contact another participant

Akce provadéné ucastnikem P nachdzejicim se v ve stavu
READY a zkontaktovanym s jinym tcastnikem Q.
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Dvouféazové ukonceni (3)

actions by coordinator:

while START _2PC to local log;
multicast VOTE_REQUEST to all participants;
while not all votes have been collected {
wait for any incoming vote;
if timeout {
while GLOBAL_ABORT to local log;
multicast GLOBAL_ABORT to all participants;
exit;

record vote;

}
if all participants sent VOTE_COMMIT and coordinator votes COMMIT{
write GLOBAL_COMMIT to local log;
multicast GLOBAL_COMMIT to all participants;
}else {
write GLOBAL_ABORT to local log;
multicast GLOBAL_ABORT to all participants;

Nacrt krokt provadénych koordinatorem ve dvoufazovém protokolu.
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Dvoufazové ukonceni (4)

actions by participant:

write INIT to local log;
wait for VOTE_REQUEST from coordinator;
if timeout {

write VOTE_ABORT to local log;

Kroky provadéné ) exit;

Ucastnikem ve if participant votes COMMIT {
4 £ write VOTE_COMMIT to local log;
dvoufizovém send VOTE_COMMIT to coordinator;
pl'OtOkOlll wait for DECISION from coordinator;
if timeout {

multicast DECISION_REQUEST to other participants;
wait until DECISION is received; /* remain blocked */
write DECISION to local log;

}

if DECISION == GLOBAL_COMMIT
write GLOBAL_COMMIT to local log;

else if DECISION == GLOBAL_ABORT
write GLOBAL_ABORT to local log;

Yelse {
write VOTE_ABORT to local log;
send VOTE ABORT to coordinator;
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Dvoufazové ukonceni (5)

actions for handling decision requests: /* executed by separate thread */

while true {
wait until any incoming DECISION_REQUEST is received; /* remain blocked */
read most recently recorded STATE from the local log;
if STATE == GLOBAL_COMMIT
send GLOBAL_COMMIT to requesting participant;
else if STATE == INIT or STATE == GLOBAL_ABORT
send GLOBAL_ABORT to requesting participant;
else
skip; /* participant remains blocked */

Kroky provadéné pfi zpracovani Steps taken for handling incoming
pozadavku rozhodnuti o vysledku transakce.
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Trtifazové ukonceni

Vote-request

it Vote-abort__—(" it
Commit /\/ote-reguest
Vote-request Vote-commit
[ war ) [ READY
Vote-abort P _ Vote-commit | Global-abort 7 Prepare-commit
Global-abort Prepare-commit ACK X Ready-commit
(ABORT }  (PRECOMMIT) ABORT (PRECOMMIT]
Ready-commit Global-commit
Global-commit ACK
{ commIT ) COMMIT)
@ (®)

a) Konecny automat koordindtora 3PC
b) Koneény automat ucastnika
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Obnova trvalé paméti

Sector has
different value
N,

s

Stabilni pamét’
Vypadek po aktualizaci 1 mechaniky
Spatny sektor
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" Time —»
Inconsistent cut

Message sent
from P2 to P1

Postup obnovy.
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P1

Nezavislé kontrolni body

Initial state Checkpoint

P

IN)

Failure
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WA
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Ucinek dominového efektu.

Time —»
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Logovani zprav

Q crashes and recovers

P-e Py
w ¢ \ ‘\I m2 is never replayed,
so neither will m3
Q | .
f N

.
m2 m3 m2/ N, m3
. ¥4
—»  Unlogged message Time —»

@—>» Logged message

Nespravné opakovani zprav po zotaveni, vede
do osifelému procesu.
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