Distribuovany systém souborti

Pfednésky z Distribuovanych systému

Architektura NFS (1)
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Architektura NFS (2)
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Zakladn{ architektura NFS pro operacni systému typu UNIX.

6.12.2004 DS - Distribuovany systém souborit 3




Model souborového systému

Operation v3 v4 Description
Create Yes No | Create aregular file
Create No Yes | Create a nonregular file
Link Yes | Yes | Createanhard linktoafie
Symlink Yes No | Create a symbolic link to a file
Mkdir Yes No [ Greate a subdirectory in a given directory
Mknod Yes No_ | Create a special file
Rename Yes Yes Change the name of a file
Rmdir Yes No | Remove an empty subdirectory from a directory
Open No | Yes |Openafie
Close No | Yes |Closeafile
Lookup Yes Yes | Look up a file by means of a file name
Readdir Yes | Yes | Readthe entries in adirectory
Readlink Yes Yes Read the path name stored in a symbolic link
Getattr Yes | Yes | Read the atiribute values for afile
Setatr Yes | Yes | setone ormore attribute values for a file
Read Yes Yes Read the data contained in a file
Write Yes | Yes |wiitedaatoafile
Netiplny soubor operaci podporovanych NFS.
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Komunikace
Client Server Client Server
LOOKUP

LOOKUP

'+ Lookup name

7, Read file data
,’ Time

a) Cteni dat ze souboru v NFS verze 3.
b)  Ctenf dat pomoci sloZené procedury v NFS verze 4.
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Lookup name
Open file
Read file data

Client A

Jména (1)

f

Exported directory
mounted by client

Exported directory
mounted by client

Mapovini (montovani) ¢asti vzddleného souborového systému v NFS.
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Jména (2)
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Network

Client needs to
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subdirectory from
server B

Montovani vnofenych adresait od vice NFS serveru.

6.12.2004 DS - Distribuovany systém souborit 7

Automatické mapovani (montovani) (1)

Client machine Server machine
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3. Mount request

4. Mount subdir “alice"
from server

Jednoduché automatické mapovani pro NFS.
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Automatické mapovéni (montovani) (2)

home tmp_mnt

alice home

()

PN alice
"ftmp_mnt/home/alice” | "
e 43T

Symbolic link
Pouziti symbolickych linkt pfi automapovani.
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Atributy soubort (1)

Attribute Description
TYPE The type of the file (regular, directory, symbolic link)
SIZE The length of the file in bytes
CHANGE Lr;]c:aiﬁgt:é for a client to see if and/or when the file has
FSID Server-unique identifier of the file's file system

Nékolik obecnych povinnych atributi soubori v NFS.
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Atributy souborti (2)

Attribute Description
ACL an access control list associated with the file
FILEHANDLE The server-provided file handle of this file
FILEID A file-system unique identifier for this file

FS_LOCATIONS Locations in the network where this file system may be found

OWNER The character-string name of the file's owner
TIME_ACCESS Time when the file data were last accessed
TIME_MODIFY Time when the file data were last modified
TIME_CREATE Time when the file was created

Neékolik obecnych doporuc¢enych atributii souboru.
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Sémantika sdileni souborii (1)

a) Na jednom procesoru pokud operace Cent machine #1
¢tenf ndsleduje operaci zdpisu, pak
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hodnotu.

2. Write "¢"
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Sémantika sdileni soubori (2)

Method Comment

UNIX semantics Every operation on a file is instantly visible to all processes

Session semantics | No changes are visible to other processes until the file is closed

Immutable files No updates are possible; simplifies sharing and replication

Transaction All changes occur atomically

Ctyii moZnosti manipulace se sdilenymi soubory v distribuovanych
systémech.
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Uzamykani souborti v NFS (1)

Operation Description
Lock Creates a lock for a range of bytes
Lockt Test whether a conflicting lock has been granted
Locku Remove a lock from a range of bytes
Renew Renew the leas on a specified lock

Operace vztazené k uzamykani v NFS verze 4.
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Uzamykéni soubort v NFS (2)

Current file denial state

NONE READ WRITE BOTH
Request READ Succeed Fail Succeed Succeed
access WRITE Succeed Succeed Fail Succeed
BOTH Succeed Succeed Succeed Fail
(@)
Requested file denial state
NONE READ WRITE BOTH
Current READ Succeed Falil Succeed Succeed
access
state WRITE Succeed Succeed Fail Succeed
BOTH Succeed Succeed Succeed Fail
(b)

Vysledek operace open se sdilenymi rezervacemi v NFS.
a)  kdyz klient poZaduje sdileny piistup v riznych stavech souboru.
b)  kdyZ klient poZaduje stav uzaméeni podle aktudlniho stavu souboru.
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Vyrovndvaci pamét’ na strané klienta (1)

Memory Client NFS server
cache application
‘
[ J
Network

Vyrovnavaci paméti na strané klienta v NFS.
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Vyrovndvaci pamét’ na strané klienta (2)

1. Client asks for file

Client
/

2. Server delegates file

/

3. Server recalls delegation

4. Client sends returns file

Pouzit{ mechanizmu zpétného volani NFS verze 4 pro znovu vytvofeni
delegace souboru.
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Chyby RPC

Client Server Client Server Client Server
. XID = 1234 XID=1234 XID = 1234
—al — .
XID=1234 \ AN
—~_ | process |
™ request !
o’ reply is lost | o/
% Cache y— € Cache
- | o[BS
| XID = 1234
Time Time Time ML
@ (b) ©

Tii situace pro zpracovéni transakci.

a)  PoZzadavek se pravé zpracovdva

b)  Pravé byla vracena odpoveéd

c)  Odpovéd se zdrZela nebo se ztratila.
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Bezpecnost

Client Server
Virtual file system layer Virtual file system layer
A
Access Access
control control
A,
Local file : Local file
system interface ‘ NFS client NFS server ‘ system interface
I~ RPC client RPC server i
stub Secure channel stub

Bezpecnostni architektura NFS.
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Bezpecné RPC
Client machine Server machine
NFS client NFS server
RPC client stub RPC server stub
RPCSEC_GSS RPCSEC_GSS
GSS-API GSS-API
@ @
ot o
o o
2 2
Q Q
4 4
7
Network
Bezpecné RPC v NFS verze 4.
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Rizeni pfistupu
Operation Description
Read_data Permission to read the data contained in a file
Write_data Permission to to modify a file's data
Append_data Permission to to append data to a file
Execute Permission to to execute a file
List_directory Permission to to list the contents of a directory
Add_file Permission o to add a new file 150 a directory
Add_subdirectory Permission to to create a subdirectory to a directory
Delete Permission to to delete a file
Delete_child Permission to to delete a file or directory within a directory
Read_acl Permission to to read the ACL
Wiite_acl Permission to to write the ACL
Read_attributes The ability to read the other basic attributes of a file
Wiite_attributes Permission to to change the other basic attributes of a file
Read_named_altrs Permission to to read the named attributes of a file
Write_named_attrs Permission to to write the named attributes of a file
Wite_owner Permission to to change the owner
Synchronize Permission to to access a file locally at the server with synchronous reads and writes
Klasifikace operaci rozpozndvanych NFES s ohledem na fizeni pifstupu.
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Souborovy systém Coda

Type of user Description
Owner The owner of a file
Group The group of users associated with a file
Everyone Any user of a process
Interactive Any process accessing the file from an interactive terminal
Network Any process accessing the file via the network
Dialup Any process accessing the file through a dialup connection
to the server
Batch Any process accessing the file as part of a batch job
Anonymous Anyone accessing the file without authentication
Authenticated Any authenticated user of a process
Service Any system-defined service process

Ruzné typy uzivatell a procest rozliSovanych NFS s ohledem na

6.12.2004

piistupova prava.
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Uvod do Coda (1)

Transparent access
to a Vice file server

]

Vice file
server

]

Celkova organizace AFS.
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Uvod do Coda (2)

Virtue client machine

User User Venus
process process process

RPC client
stub

v
Local file

Systom mtertace [::1 Vittual file system layer |

f j Local 08

Network

Vnitfni organizace virtudlni pracovni stanice.
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Komunikace (1)

Client Server
application
toa v
Application-specific
RPC —1_ | Client protocol Server
side effect side effect
A 4

\ 4
RPC client RPC protocol RPC server
stub - > stub

Vedlejsi efekty v systému Coda RPC2.
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Komunikace (2)
Client Client
\
\nvahdate/’ \\ Reply Invalidate \ Reply
\ \
Server / < Server | y
| [y | 4
\ \
Invalidate \ / Reply Invalidate | / Reply
Client < |/ Client /
Time —» Time —
(@) (o)
a) Posilani zpravy zneplatnéni — postupné.
b) Posildni zpravy zneplatnéni — soub&zné.
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Jména

Naming inherited from server's name space

Client A i( Server \ Client B

AN
y <
A

=7

~ :
T\ __ v

Exported directory Exported directory
mounted by client mounted by client

Network
Klienti v Coda maji piistup k jednomu sdilenému prostoru jmen.
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Identifikatory soubori

Volume
replication DB File handle

VID1, File server
VID2 \ 4
File handle
1
@ Server1 | @
Server2 i File server
Volume |
location DB A4
File handle

Implementace a rozezndni identifikédtorti souboru v Coda.
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Sdileni souboru v Coda

Session S,

Client T

QOpen(RD) i Invalidate
Close
Sever N[ . | N
Client
T Time —»

Session Sg

Transakéni prostiedi sdileni soubort v Coda.
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Transakéni sémantika

File-associated data Read? Modified?
File identifier Yes No
Access rights Yes No
Last modification time Yes Yes
File length Yes Yes
File contents Yes Yes

Pravidla modifikace a ¢teni metadat pro relacni typ store v Coda.
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VyuZiti vyrovndvacich paméti na strané klienta

Session S, Session S,
Client A — — —
Open(RD) \ f \Close \ f \ Close
/ | Open(RD; / \
\ / Invalidate | penRD) // \
Server ¥ /Filef  (callback break)/ ] Filef P
f \ File f 4 \\OK (no file transfer) *
/
\
/ Open(WR)/ \ /
QOpen(WR)/ < | Close & Close
Client B S —
Session S Session S Time —»

Pouzit{ lokdlnich kopif pfi otevirani relace v Coda.
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Replikace serveru

Server Server

M

L
I | T
Client Broken Client
A Seév er network B
| -

Dva klienti s riiznym AVSG pro tentyZ replikovany soubor.
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PteruSené operace

HOARDING

Reintegration
completed

EMULATION REINTEGRATION

Reconnection

Disconnection . .
Disconnection

Diagram ptechodi mezi stavy klienta Coda vzhledem ke svazku.
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Bezpecné kandly (1)

Alice

Bob

6.12.2004

3
Kas(Rat1) >

HKaaKo)]

Vzdjemné ovétovani v RPC2.
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Alice

Vytvoreni bezpe¢ného kandlu mezi klientem (Venus) a serverem (Vice)

Bezpecné kanaly (2)

K uis(ST). KsRp)

RG>

< 4Ks (Kgp)

v Coda.

Bob
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Rizeni ptistupu
Operation Description
Read Read any file in the directory
Write Modify any file in the directory
Lookup Look up the status of any file
Insert Add a new file to the directory
Delete Delete an existing file
Administer | Modify the ACL of the directory
Klasifikace operaci nad soubory a adresafi v Coda s
ohledem na fizeni pfistupu.
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Plan 9: zdroje sjednocené do soubori

Network
interface

File server CPU Server

NS3
q

He i
I

To Internet | I

y Client has

Ju| —E o~ mounted
&6 R NS1 and NS2
NS1© O
NS2

Client Client

Obecnd organizace Plan 9
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Komunikace
File Description
ctl Used to write protocol-specific control commands
data Used to read and write data
listen Used to accept incoming connection setup requests
local Provides information on the caller's side of the connection
remote | Provides information on the other side of the connection
status Provides diagnostic information on the current status of the connection
Soubory spojené s jednim TCP spojenim v Plan 9.
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Procesy
File server machine Only WORM contains
f actual file system
In-memory 3
cache )
Disk WORM
cache
Souborovy server v Plan 9.
6.12.2004 DS - Distribuovany systém soubori 39

13



Jména
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Svazek adreséiu v Plan 9.
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Uvod do xFS.

Storage
server

Storage
server

Storage
server

‘Manager

‘ Client ‘

‘Manager

Typické rozdéleni procesii na jednotlivé pocitace v xFS.
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Procesy (1)

Log segment
—

Client splits segment Storage servers

and computes parity
fragment

Fragm:nl F;ar'rty fragment @ @ @ @
safeafea]— el
| )

Send fragments to storage servers

/—//\\\

Princip log-based striping v XFS.
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Procesy (2)

file, @ Inode
offset 1 2 3 4 \

Directory ~ Manager Imap Stripe Disk
map group
map J
{
Data
> © > > block
Stripe Disk
group
map
Cteni bloku dat v xFS.
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Jména
Data structure Description
Manager map Maps file ID to manager
Imap Maps file ID to log address of file's inode
Inode Maps block number (i.e., offset) to log address of block
File identifier Reference used to index into manager map
File directory Maps a file name to a file identifier
Log addresses Triplet of stripe group, ID, segment ID, and segment offset
Stripe group map | Maps stripe group ID to list of storage servers

Hlavni datové struktury pouzité v xFS.
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Uvod do SFS

Client machine Server machine
User User f;g;’;i"n
program agent server
= 5 £
client | oo | client sever | oo | sev
Organizace SFS.
6.12.2004 DS - Distribuovany systém soubori 45

15



Jména

[ sts | Loc | HID | Pathname |

/sfs/sfs.vu.sc.nl:ag62hty4wior450hdh63u623i4fOkgere, ﬁome/steen/mbo&

Samo se ovéiujici dplné jméno souboru v SFS
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Shrnuti

Issue NFS Coda Plan 9 XFS SFS
Design goals Access transparency | High availability Uniformity Serverless system | Scalable security
Access madel Remote Up/Download Remote Log-based Remote
Communication RPC RPC Special Active msgs RPC
Client process ThinFat Fat Thin Fat Medium
Server groups No Yes No Yes No
Mount granularity | Directory File system File system File system Directory
Name space Per client Global Per process Global Global
File ID scope File server Global Server Global File system
Sharing sem. Session Transactional UNIX UNIX NS
Cache consist. write-back write-back write-through write-back write-back
Replication Minimal ROWA None Striping None
Faulttolerance Reliablo comm. Depioaton and Reliablo comm. Striping Reliable comm.
Recovery Glentbased Reintegration NS neokpornt & | g
Existing )
Secure channels g s Self-cert
Many op: y op: UNIX based UNIX based NFS BASED
Porovndni NFS, Coda, Plan 9, xFS. N/S znamend bez specifikace..
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