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Chapter 7: Network Security

Chapter goals:

O understand principles of network security:
O cryptography and its many uses beyond

“confidentiality”
0 authentication
O message integrity
0 key distribution
O security in practice:
o firewalls

O security in application, transport, network, link

layers
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Chapter 7 roadmap
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7.4 Integrity

7.5 Key Distribution and certification
7.6 Access control: firewalls

7.7 Attacks and counter measures
7.8 Security in many layers
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What is network security?

Confidentiality: only sender, intended receiver
should “understand” message contents

o sender encrypts message
O receiver decrypts message

Authentication: sender, receiver want to confirm
identity of each other

Nonrepudiation: neither the sender nor the receiver
of a message be able to deny the transmission

Message Integrity: sender, receiver want to ensure
message not altered (in transit, or afterwards)
without detection

Access and Availability: services must be accessible
and available to users
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Security attacks

Normal flow: Q—O

O Interruption Q—( Q
o Availability

O Interception O O
o Confidentiality

0 Modification Q@_O
o Integrity

O Fabrication
o Authenticity O 5@
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Friends and enemies: Alice, Bob, Trudy

a well-known in network security world
0O Bob, Alice (lovers!) want to communicate “securely”
O Trudy (intruder) may intercept, delete, add messages

Alice . BOD
g,%? channel data, control R'_.j-:; E{“
%\' .;? messages s
P \ -f-,,:',';-l
| secure secure |___, data
sender receiver

Trudy
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There are bad guys (and girls) out there!

Q: What can a “pbad guy” do?

A: a lot!
O eavesdrop: intercept messages
O actively insert messages into connection

O impersonation: can fake (spoof) source address
in packet (or any field in packet)

O hijacking: “take over” ongoing connection by
removing sender or receiver, inserting himself
in place

o denial of service: prevent service from being
used by others (e.g., by overloading resources)

more on this later .. ..
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Internet security threats

Packet sniffing:
O broadcast media
o promiscuous NIC reads all packets passing by
O can read all unencrypted data (e.g. passwords)
O e.g.: C sniffs B% packets

A B

‘A

[src:Bldest:A] [payload] @
é B
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Internet security threats
IP Spoofing:

O can generate “raw” IP packets directly from application,
putting any value into IP source address field

O receiver cant tell if source is spoofed
0O e.g.: C pretends to be B

<«—Jsrc:B dest:A[ | payload[

B
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Internet security threats

Denial of service (DOS):
o flood of maliciously generated packets “swamp” receiver
O Distributed DOS (DDOS): multiple coordinated sources
swamp receiver
0O e.g., C and remote host SYN-attack A

A
|
synf{synF—synH
S?B @ B

SYN
SYN
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The language of cryptography

Alices @rm
ﬁ% ' encryption @ decryption _ &7
P key (T
vl T
CEPIzT decryption| plaintext
algorithm — algorithm

symmetric key crypto: sender, receiver keys identical

public-key crypto: encryption key public, decryption key
secret (private)
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Symmetric key cryptography

substitution cipher: substituting one thing for another
O monoalphabetic cipher: substitute one letter for another

pl ai ntext: abcdef ghij kl mopqgr st uvwxyz

ci phertext: mbvcxzasdf ghj kl poi uytrewg

E9.. Plaintext: bob. i love you. alice
ci phertext: nkn. s gktc wky. ngsbc

Q: How hard to break this simple cipher?:
Q brute force (how hard?)
a other?
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Symmetric key cryptography

ﬁ :-‘B R
v | [

message, m | algorithm algorithm
K™ m =K g( Kag™ )

élaintext

symmetric key crypto: Bob and Alice share know same
(symmetric) key: KA

0 e.g., key is knowing substitution pattern in mono
alphabetic substitution cipher

0 Q: how do Bob and Alice agree on key value?
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Symmetric key crypto: DES

DES: Data Encryption Standard
O US encryption standard [NIST 1993]
0 56-bit symmetric key, 64-bit plaintext input

O How secure is DES?

0 DES Challenge: 56-bit-key-encrypted phrase
(“Strong cryptography makes the world a safer
place”) decrypted (brute force) in 4 months

o no known “backdoor” decryption approach

0 making DES more secure:

o use three keys sequentially (3-DES) on each datum
O use cipher-block chaining
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Symmetric key
crypto: DES

n|m
[ g)

%DES operation I

initial permutation

16 identical “rounds” of
function application,
each using different
48 bits of key

final permutation

2 | B2 |

| CIWE@

13 | 83|
Wb
-""\-\
| &
uz [r17

parmuie

St culput

[ 56bi key

48bit K1

485it K2

48-bit K16

—
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Public Key Cryptography

symmetric key crypto

O requires sender,
receiver know shared
secret key

0 Q: how to agree on key
in first place
(particularly if never
“met”)?

public key cryptography “9l-

O radically different
approach [Diffie-
Hellman76, RSA78]

O sender, receiver do
not share secret key

O public encryption key
known to all

0O private decryption
key known only to
receiver
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Public key cryptography

__________________ Gw * [ Bob public
! KB key
i @, K ~| Bob’ private
! B| key
1 a
ey W
i ncryption || ¢j i i
plaintext | [€NCKYPLION| | ciphertext . decryptlon plaintext
message, m| | algorithm K+(m) algorithm| message
B

m =K g(K ;(m))
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Public key encryption algorithms

Requirements:

@ need KE(-) and Ké(-) such that
K (K (m)) =
K (m) = m
@ given public key Kg, it should be

impossible to compute
private key Ky

RSA: Rivest, Shamir, Adelson algorithm
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RSA: Choosing keys

1. Choose two large prime numbers p, @.
(e.g., 1024 bits each)

2. Compute n = pqg, z = (p-1)(g-1)

3. Choose e (with e<n) that has no common factors
with z. (e, z are “relatively prime”).

4. Choose d such that ed-1is exactly divisible by z.
(in other words: ed mod z =1).

5. Public key is (n,e). Private key is (n,d).
— —
Kg KB
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RSA: Encryption, decryption

0. Given (n,e) and (n,d) as computed above
1. To encrypt bit pattern, m, compute

c=m®€mod n (i.e., remainder when m€ is divided by n)

2. To decrypt received bit pattern, c, compute

m=c9mod n (i.e., remainder when c% is divided by n)

Magic . _ (m€ mod n)d mod n
happens! -
c
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RSA example:

Bob chooses p=5, q=7. Then n=35, z=24.

e=5 (so e, z relatively prime).
d=29 (so ed-1 exactly divisible by z).

letter m m® e

m c=m-mod n
t:
snerp | 12 1524832 17
d
decrypt: & c m=mod n letter

7 481968572106750915091411825223071697 12
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Authentication

Goal: Bob wants Alice to “prove” her identity
to him

Protocol apl.0: Alice says “lI am Alice”

@%} “l am Alice” R:;':f'

A - - Failure scenario??

7,

v
%

Network Security 7-24




Authentication

Goal: Bob wants Alice to “prove” her identity
to him

Protocol apl.0: Alice says “lI am Alice”

- TR in a network,
Qv

5 Bob can not “see”
, Alice, so Trudy simply
3> /“1 am Alice” declares

herself to be Alice

N
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Authentication: another try

Protocol ap2.0: Alice says “l am Alice” in an IP packet
containing her source 1P address

Alices |, L -
gﬁm} IP address I am Alice (___.-i:":.‘,"
L > g Failure scenario??
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Authentication: another try

Protocol ap2.0: Alice says “l am Alice” in an IP packet
containing her source IP address

e Trudy can create
/ - a packet
Alice’s ‘spooflng

1P address | 1 @m Alice” | Alice’s address
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Authentication: another try

Protocol ap3.0: Alice says “l am Alice” and sends her
secret password to “prove” it.

Alices | Alice’s

IP addr| password “I'm Alice” - ;'-;.1'«3{1"-
B Alice’s #9  Failure scenario??
Ll - OK
IP addr
7/

A
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Authentication: another try

Protocol ap3.0: Alice says “l am Alice” and sends her

secret password to “prove” it.

Alices

Alice’
password

“I 'm Alice”

1P addr
&> .

P
Ea o

B
v N

%5? \ Alice™s

4 Alice™s
IP addr

playback attack: Trudy

IP addr

oK e o

. "2,

records Alices packet
and later

// / plays it back to Bob
%

Alice’s
password

“1 ' m Alice”
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Authentication: yet another try

Protocol ap3.1: Alice says “lI am Alice” and sends her

encrypted secret password to ‘prove” it.

Alice’ |encrypted|., -
IP addr| password| 1 ™ Alice ~ ;_-;I-e-%__!_
g’;@g’ < > R-,_,.:*v' i
%-? Alice’s 1 Failure scenario??
* OK
IP addr
7/

A
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Authentication: another try

Protocol ap3.1: Alice says “lI am Alice” and sends her
encrypted secret password to ‘prove” it.

Alice’s lencrypptedl o e —

1P addr| password P
P Pl L i
A

Alice’s / r‘h’q
IP addr %

record
and
playback
still works!

< Alices |encrypted
IP addr | password

“1 ' m Alice”
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Authentication: yet another try

Goal: avoid playback attack

Nonce: number (R) used only once —in-a-lifetime

ap4.0: to prove Alice “live”, Bob sends Alice nonce, R. Alice
must return R, encrypted with shared secret key

‘.-.'L =,

ﬁ@} “l am Alice”
O R

-

Kig (R)

Alice is live, and

Failures, drawbacks?

. only Alice knows
L

key to encrypt
nonce, so it must
be Alice!
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Authentication: ap5.0

ap4.0 requires shared symmetric key
0 can we authenticate using public key techniques?
ap5.0: use nonce, public key cryptography

— 1 am Alice” e
o R (—_.L,"_sff?' Bob computes
- R Ly *-n;:. + - N
B R O KGR =R
A R and knows only Alice
“send me vour public key” could have the private
4'J ore Y +|—- key, that encrypted R
KA such that

Kp (Ka(R) =R
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ap5.0: security hole

Man (woman) in the middle attack: Trudy poses as
Alice (to Bob) and as Bob (to Alice)

gﬁ’ I am Alice

‘.;.'L =,

i I am Alice s
v R ——
KT(R) LN
_R_— Send me your-putiic key
+
KA(R) K
Send me yeurpublic key
K
A +
Trudy gets KT (m)
-+
¥ m=K_(K (m))
K, (M) sends h td Alice
m=K (K" (m)) ennrypted with
A A

Alice’ public key
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ap5.0: security hole

Man (woman) in the middle attack: Trudy poses as
Alice (to Bob) and as Bob (to Alice)

P . (A4 . , Caf
%3 \ 4

Difficult to detect:

O Bob receives everything that Alice sends, and vice
versa. (e.g., so Bob, Alice can meet one week later and
recall conversation)

Q problem is that Trudy receives all messages as well!
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Digital Signatures

Cryptographic technique analogous to hand-
written signatures.

0 sender (Bob) digitally signs document,
establishing he is document owner/creator.

0 verifiable, nonforgeable: recipient (Alice) can
prove to someone that Bob, and no one else
(including Alice), must have signed document
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Digital Signatures

Simple digital signature for message m:

O Bob signs m by encrypting with his private key
Kg, creating “signed” message, Kg(m)

| Bobs message, m | (& o KI'3 Eob’s private Ké(m)
: e
Dear Alice H y
oh how Bob’s message,
, how ave 1 R

missed you. | think of —_— Public key N m, S|gned .
you all the time! encryption (encrypted) with
.. (blah blah blah) algorithm his private key

Dol
|=jw v}
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Digital Signatures (more)

0 Suppose Alice receives msg m, digital signature Kg(m)

a Alice verifies m signed by Bob by applying Bobs
publlc key KB to KB(m) then checks KB(KB(m) )=m.

olf KB(KB(m) ) = m, whoever signed m must have used

Bob s private key.

Alice thus verifies that:

v Bob signed m.

v No one else signed m.

v Bob signed m and not m’

Non-repudiation:

v’ Alice can take m, and signature Kg(m) to
court and prove that Bob signed m.
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Message Digests

Computationally expensive
to public-key-encrypt
long messages

Goal: fixed-length, easy-
to-compute digital
“fingerprint”

3 apply hash function H
to m, get fixed size
message digest, H(m).

large | H: Hash
mes;age "|Function

H(m)

Hash function properties:

O many-to-1

0O produces fixed-size msg
digest (fingerprint)

O given message digest X,
computationally
infeasible to find m such
that x = H(m)
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Internet checksum: poor crypto hash
function

Internet checksum has some properties of hash function:
v produces fixed length digest (16-bit sum) of message
v IS many-to-one

But given message with given hash value, it is easy to find
another message with same hash value:

message ASCII format message ASCII format
I OU1 49 4F 55 31 I OU9 49 4F 55 39
00. 9 30 30 2E 39 00. 1 30 30 2E 31
9 BOB 39 42 D2 42 9 BOB 39 42 D2 42

B2 CL D2 AC~— gifferent messages— B2 CL D2 AC

but identical checksums!
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Digital signature = signed message digest

Alice verifies signature and

Bob sends digitally signed integrity of digitally signed
message: message:
large e
message —} M- Flas encrypted
m function msg Eil?gest
l Kg(H(m))
Bobs @we | digital large ]
private .....s » | signature message .
key K~ (encrypt) m Bob’s @ | djgital
KB public .
T 1 key 7> | signature
encrypted H: Hash Kg | (decrypt)
v msg digest function L
D —1Kg(H(m))
B
! H(m)
—
@’r T equa
! ?
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Hash Function Algorithms

0 MD5 hash function widely used (RFC 1321)

O computes 128-bit message digest in 4-step
process.

0 arbitrary 128-bit string X, appears difficult to
construct msg m whose MD5 hash is equal to x.

0 SHA-1 is also used.
O US standard [NIST, FIPS PUB 180-1]
0 160-bit message digest
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Trusted Intermediaries

Symmetric key problem:

Public key problem:

O How do two entities
establish shared secret
key over network?

Solution:

O trusted key distribution
center (KDC) acting as
intermediary between
entities

3 When Alice obtains
Bob s public key (from
web site, e-mail,
diskette), how does she
know it is Bob % public
key, not Trudy%?

Solution:

O trusted certification
authority (CA)
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Key Distribution Center (KDC)

O Alice, Bob need shared symmetric key.

0 KDC: server shares different secret key with each
registered user (many users)

0 Alice, Bob know own symmetric keys, Ky «pc Kgkpc» For
communicating with KDC.
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Key Distribution Center (KDC)

Q: How does KDC allow Bob, Alice to determine shared
symmetric secret key to communicate with each other?

s K m generates ..
e A e
\ L R1 — s
%ﬁ' kpc(A,B) ‘ L’&; :
Alice A/Km s-koc(A.R1)) Bol\;:-knows to
knows
use R1 to
R1 Ks-kpc (A,R1) communicate
with Alice
<< >

Alice and Bob communicate: using R1 as
session key for shared symmetric encryption
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Certification Authorities

0O Certification authority (CA): binds public key to
particular entity, E.

0O E (person, router) registers its public key with CA.
O E provides “proof of identity ” to CA.
O CA creates certificate binding E to its public key.

O certificate containing Es public key digitally signed by CA
— CA says “this is E* public key”

Bob’s (F »| digital
public -, signature K
key Kg = ™., (encrypt)
. *
2= CA : .
Bob’s .. e v private - certificate for
identifyingc:_f.'-_sl‘ff? - L key Kea BOb’S. public key,
information g signed by CA
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Certification Authorities

0 When Alice wants Bob % public key:

O gets Bob 5 certificate (Bob or elsewhere).
o apply CA's public key to Bob s certificate, get

Bob s public key

T digital Bob’s
K signature ——> , public
(decrypt) Kg key
A
CA : E’:
public :
key i Kea
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A certificate contains:

—+3 Serial number (unique to issuer)

and key valu not shown)

£ Edit A Certification Authority - Vétscape

This Certificate belongs to:
Class 1 Public Primary Certification
Authority
VeriSign, Inc.
us

This Certificate was issued by:
Class 1 Public Primary Certification
Authority
VeriSign, Inc.
us

This Certificate is valid from Sun Jan 28, 1996 to Tue Aug 01, 2028
Certificate Fingerprint:

0 info about'ncluding algorithm

A info about
certificate
issuer

L— | Serial Number: 00:CD:EA:7F:56:FD:DF:E4:EC:54:FE:22:AC:EB:72:AA:55/’———g Valld dates

97:60:E8:57:5F:D3:50:47:E5:43:0C:94:36:8A:B0:62

This Certificate belongs to a Certifying Authority

[ Accept this Certificate Authority for Certifying network sites

W Accept this Certificate Authority for Certifying e-mail users

[ Accept this Certificate Authority for Certifying software developers

™ warn before sending data to sites certified by this authority

OK Cancel

- digital
signature by
issuer
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